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Set-up 

ÅEU Institutionsô own CERT 

ÅCreated 6/2011, operational four months later 

ÅSupports 60+ entities 

ÅSpecialised in targeted attacks 

ÅSingle point of contact 
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Constituents 



Constituents 

ÅEU Institutions, Bodies and Agencies 

ÅLocated in many different countries 

ÅFrom 40 ï 40.000 users 

ÅCross-sectoral 
ï Government, foreign policy, embassies 
ï Banking, energy, pharmaceutical, chemical, food, telecom 
ï Maritime, rail and aviation safety 
ï Law enforcement (EUROPOL, FRONTEX, EUPOL) and justice 
ï Research, hi-tech, navigation (GALILEO), defence (EUMS, EDA) 

ÅVery high value targets 
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Partners - Peers 



Difference in speed 

Targeted attacks: 

 

ÅInitial infection very difficult to avoid 

ÅTake control over the infrastructure: 10ô -> 48hours 

 

ÅDetection: more than 1 year (or never) 

ÅRemediation: 1-6 months 
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Challenge in information 

sharing 

Å Information overflow 

ïPublic information 

ï Information without context 

ïOverload of irrelevant information 

Å Information deficit 

ïFear of brand image damage 

ï (over) classified 

ïLack of tools 
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Way forward 

ÅCircles of trust 

ïCommunities of organizations that trust each other 

ïSharing non-public information 

ïProtection the information 

ÅData quality 

ïValidated at the source 

ï In context 

ÅAutomated tools 

ïSynchronization 

ïCorrelation 
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MISP Platform 

 

Å Developed by CERT community (BE, NATO, LU, EU) 

Å Managing threat intelligence (IOCs and context) 

Å Correlating events 

Å Sharing validated, relevant, fresh, non-public intelligence 
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Input data 

ÅFrom incidents in the constituency (Input by duty officer / incident 

handler) 

ÅFrom trusted groups (Input by threat analyst) 

ÅFrom commercial subscriptions 

ÅFrom other information sharing instances 

 

ÅAdditional complexity 
ï Quality assurance by validation at the data entry 

ï Manage the timing of validity of the data 

ï Handling instructions ï avoiding information leakage 
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Synchronization with multiple 

instances 
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